Chapter 5: Networking and
Communication Protocols

Description

Communication is the backbone of any loT system. This chapter covers the different wired and
wireless technologies and protocols that enable devices to exchange data, from short-range
Bluetooth to long-range LPWAN, and application-level protocols like MQTT and HTTP.

@ Learning Objectives

By the end of this chapter, you will be able to:

e Understand the role of communication in loT systems.
e |dentify various wired and wireless communication methods.
e Explain key loT communication protocols such as MQTT, CoAP, and HTTP.

e Choose the appropriate protocol and network type for specific loT applications.

& Section 1: Communication in loT Systems

loT devices must send and receive data, either to each other, to the cloud, or to user interfaces.
The communication happens over:

e Short-range protocols (e.g., Bluetooth, Zigbee)
e Long-range protocols (e.g., LoRa, NB-IoT)

e Internet protocols (e.g., Wi-Fi, Ethernet)



w Section 2: Wireless Communication Technologies

Protocol Range Use Case
Wi-Fi 50-100 meters Home automation, security systems
Bluetooth  10-30 meters Wearables, smart health devices
Zigbee 10-100 meters Smart lighting, mesh networks
LoRa >10 km Agriculture, rural monitoring
NB-loT >10 km (cellular) Smart cities, industrial loT
RFID/NFC <10 cm Asset tracking, contactless

payments

4, Section 3: Wired Communication
e Ethernet — Stable and high-speed communication, used in industrial loT
e RS232/RS485 — Serial communication, often used in sensors and machinery

e Less common in consumer loT due to lack of mobility

Section 4: loT Communication Protocols (Application
Layer)

1. MQTT (Message Queuing Telemetry Transport)
e Lightweight, fast, ideal for low-bandwidth devices
e Works on a publish/subscribe model

e Widely used in smart homes, wearables, and telemetry



2. HTTP/HTTPS

e Traditional web protocol used in REST APls
e Works on request/response model

e Suitable for web-based dashboards and cloud servers

3. CoAP (Constrained Application Protocol)

e Designed for constrained devices and networks
e Similar to HTTP but optimized for low power and lossy networks

e \Works over UDP

4. WebSocket

e Full-duplex communication over a single TCP connection

e Enables real-time interaction (e.g., live monitoring dashboards)

= Section 5: Choosing the Right Protocol

Scenario Best Fit
Battery-powered weather LoRa + MQTT
station
Smart door lock in a home Wi-Fi + HTTP
Industrial sensor in a factory Ethernet + MQTT
Fleet tracking in city NB-loT + CoAP

"4 Chapter Summary



loT relies on various communication protocols to transmit data between devices and
platforms.

Wireless technologies like Wi-Fi, Bluetooth, Zigbee, and LoRa are widely used.
MQTT is a lightweight and popular messaging protocol ideal for loT.

Choosing the right network and protocol depends on the application’s range, power, and
data needs.
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